Chapter  Eighteen 

I N  FORM  ATI  ON,  POWER,  AND  GRAND  STRATEGY: 

I N  ATHENA'S  CAMP— SECTION  2* 

_ John  Arquilla  and  David  Ronfeldt 


IMPLICATIONS  FOR  GRAND  STRATEGY 

According  to  tradition,  power  considerations  drive  strategic  choices, 
and  grand  strategy  consists  of  the  "knitting- together"  of  a  nation's 
political,  economic  and  military  resources  and  capabilities  in  pursuit 
of  its  overall  aims.1  I  ndeed,  the  major  dimensions  of  grand  strategy 
have  long  been  the  political,  economic,  and  military  ones— anything 
else  has  been  deemed  secondary,  significant  only  as  it  affected  the 
major  dimensions.  Information  and  related  technologies  and  sys¬ 
tems  play  a  role  in  this  tradition,  but  mainly  a  supporting  one. 

Yet  even  though  information  is  generally  deemed  a  subsidiary  factor, 
it  sometimes  has  transformative  effects.  Examples  abound  through¬ 
out  history.  With  regard  to  political  power,  one  need  only  look  at  the 
effect  the  printing  press  had  on  society.  Aside  from  being  a  catalyst 
for  the  Renaissance,  the  printed  word  succeeded  in  empowering  in¬ 
dividuals  and  states  in  ways  previously  unknown.  An  example  is 
provided  by  the  Protestant  Reformation  in  which,  despite  efforts  to 
restrict  the  dissemination  of  the  Bible  into  the  various  vernaculars, 
the  word  did  get  out.  This  resulted  in  a  movement  which  held,  first, 
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Public  reporting  burden  for  the  collection  of  information  is  estimated  to  average  1  hour  per  response,  including  the  time  for  reviewing  instructions,  searching  existing  data  sources,  gathering  and 
maintaining  the  data  needed,  and  completing  and  reviewing  the  collection  of  information.  Send  comments  regarding  this  burden  estimate  or  any  other  aspect  of  this  collection  of  information, 
including  suggestions  for  reducing  this  burden,  to  Washington  Headquarters  Services,  Directorate  for  Information  Operations  and  Reports,  1215  Jefferson  Davis  Highway,  Suite  1204,  Arlington 
VA  22202-4302.  Respondents  should  be  aware  that  notwithstanding  any  other  provision  of  law,  no  person  shall  be  subject  to  a  penalty  for  failing  to  comply  with  a  collection  of  information  if  it 
does  not  display  a  currently  valid  OMB  control  number. 
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that  the  individual  could  enjoy  a  direct  experience  with  God,  as  op¬ 
posed  to  one  filtered  through  a  religious  hierarchy.  Second,  the  lib¬ 
eration  of  the  individual  from  centralized  control  encouraged  a 
number  of  emerging  states  to  seek  their  own  political  independence 
from  Rome.  Thus,  Lutheranism  in  Germany  and  Anglicanism  in 
England  were  movements  that  fostered  national  political  sovereignty 
as  well  as  individual  freedom  of  worship.2 

In  economic  affairs,  the  letter  of  credit  was  well  known  and  widely 
used  in  Roman  times  as  an  instrument  for  conveying  information 
about  the  creditworthiness  of  a  borrower  or  purchaser.  It  allowed  for 
a  range  and  velocity  of  commercial  transactions  that  exceeded  any¬ 
thing  seen  prior  to  its  invention.  Partly  because  of  this  instrument, 
the  eastern  Roman  empire,  which  focused  on  the  accumulation  of 
wealth  and  the  construction  of  extensive  financial  and  trade  net¬ 
works,  outlived  by  a  thousand  years  its  western  counterpart,  which 
denigrated  commercial  affairs  in  favor  of  conquest.3 

An  early  example  of  information  serving  to  enhance  military  power 
was  the  appearance  of  the  written  word,  a  few  millennia  prior  to  the 
invention  of  the  printing  press.  This  innovation  enabled  the  prepa¬ 
ration  of  complex  orders,  and  the  delegation  of  tactical,  and  even¬ 
tually  operational,  command  functions.  As  a  result,  larger  armed 
forces  could  be  mobilized  and  deployed  effectively  in  combat.  Ex¬ 
tended  operations  by  larger  forces  made  the  command  and  control 
function  even  more  important,  a  trend  that  continued  with  the  ad¬ 
vent  of  the  telegraph,  telephone,  and  radio  and  remains  unabated  in 
the  current  revolution  in  military  affairs,  which  revolves  around  in¬ 
formational  factors.4 

From  its  historically  subsidiary  position,  information  is  now  being 
moved  into  a  transcendent,  if  not  independent,  role.5  As  the  infor¬ 
mation  revolution  progresses  and  its  conceptual  and  policy  implica¬ 
tions  expand,  information  is  increasingly  seen  to  have  overarching, 
transforming  significance  for  all  the  dimensions  of  power  and  strat¬ 
egy.  For  the  time  being,  this  role  is  often  more  rhetorical  than 
demonstrable,  because  it  is  not  yet  precisely  clear  what 
"information"  meansfor  grand  strategy.  One  intent  isto  discern  and 
develop  a  definition  that  improves  the  U.S.  capacity  for  combined 
political,  economic,  and  military  strategies— be  those,  for  example, 
to  foster  democracy,  promote  commercial  openness,  curtail  a  given 
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conflict  or  generally  strengthen  (or  retrench)  U.S.  power  and  pres¬ 
ence  abroad.  Another  intent  is  to  develop  information  as  an  inde¬ 
pendent  fourth  dimension  of  national  power. 

Thus,  the  political,  economic,  and  military  building  blocks  of  grand 
strategy  may  depend  increasingly  on  information  to  realize  their 
power  potential.  Once  again  three  views  emerge:  The  traditional 
one— that  information  is  a  subsidiary  aspect  of  the  three  major  di¬ 
mensions  of  grand  strategy— is  being  succeeded  by  the  contempo¬ 
rary  view  that  information  has  transcendent,  overarching  effects  on 
them.  Meanwhile,  a  third  view— that  information  (and  communica¬ 
tions)  should  be  developed  independently  as  a  fourth  major  dimen¬ 
sion  of  grand  strategy— is  gaining  strength.  For  example,  current 
thinking  is  that  information  has  modifying  effects  on  the  traditional 
dimensions  of  strategy.  As  power  and  information  become  more 
fused  under  the  Athenan  view,  it  may  become  a  moot  point  as  to 
which  drives  strategy.  I  ndeed,  as  this  fusion  occurs,  it  may  become 
advisable  to  move  toward  the  view  that  information  is  a  distinct  di¬ 
mension. 

In  our  view,  information  should  now  be  considered  and  developed  as 
a  distinct  fourth  dimension  of  national  power— an  elementin  its  own 
right,  but  still  one  that,  like  the  political,  economic,  and  military  di¬ 
mensions,  functions  synergistically  to  improve  the  value  and  effects 
of  the  others.  Table  18.1  provides  a  glimpse  of  the  various  ends  and 
means  of  grand  strategy,  taking  its  cues  on  ultimate  aims  from  Presi¬ 
dent  Clinton's  doctrine  of  democratic  enlargement.6 

Given  the  explosive  growth  inthe  means  of  communication  in  recent 
years,  versus  the  inherent  constraints  on  either  the  use  of  force  or 


Table  18.1 

American  Grand  Strategy:  Ends  and  Means 


Dimensions 

Ends 

Means 

Political 

Spread  of  democracy 

Treaties,  alliances 

Economic 

Growth  of  free  markets 

Sanctions,  subsidies,  trade, 
GNP  increases 

M  ilitary 

Two- war  capability 

Armed  services 

Informational 

Open  access  and  connectivity 

Telecommunications,  the  me¬ 
dia,  public  diplomacy 
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economic  coercion,  it  may  well  be  that  policymakers  will  increas¬ 
ingly  want  to  resort  to  information  strategies  before,  or  instead  of, 
more  traditional  approaches  to  state  craft.7  The  preference  for  in¬ 
formational  means  may  be  even  more  pronounced  in  situations 
dealing  with  friends  or  allies,  as  opposed  to  adversarial  crises.  One 
can  see  the  difference  in  the  Persian  Gulf  region,  where  hostility  to 
the  Iraqi  regime  has  led  U.S.  policy  to  rely  on  economic  and  limited 
military  pressure  to  try  to  compel  a  democratizing  change.  In  con¬ 
trast,  Saudi  Arabia,  a  close,  but  non-democratic  American  ally,  faces 
neither  economic  nor  military  pressure  to  liberalize,  and  political 
pressure  is  muted.  Informationally,  however,  the  United  States  has 
supported  the  sale,  by  AT&T,  of  a  cellular  communications  network 
of  enormous  bandwidth.  This  could  give  Saudi  citizens  hitherto  un¬ 
known  capacities  for  interconnectivities,  both  domestically  and  in¬ 
ternationally,  that  may  unleash  vibrant  democratizing  possibilities. 

In  addition,  with  regard  to  inferences  to  bedrawn  fromTable  18.1,  it 
is  important  to  point  out  that,  while  one  might  pursue,  say,  some  po¬ 
litical  ends  by  political  means,  it  is  not  necessary  to  proceed  in  a 
symmetrical  fashion.  For  example,  the  political  goal  of  democratiz¬ 
ing  Haiti  was  pursued  by  means  that  included  strong  elements  of 
economic  and  military  coercion.  Similarly,  the  ability  to  win  two  re¬ 
gional  wars  nearly  simultaneously  will  rely,  no  doubt,  upon  a  variety 
of  means  in  addition  to  U.S.  armed  forces,  including  financial  and 
manpower  contributions  from  allies,  as  occurred  in  the  recent  Gulf 
War.  Asymmetrical  means  may  also  be  employed  in  the  economic 
sphere,  where,  for  example,  the  first  American  attempt  to  open 
Japanese  markets  in  the  1850s  was  led  by  Commodore  Perry's  "black 
ships.”  Japan's  own  policies  in  the  1930s  and  early  1940s  demon¬ 
strated  a  willingness  to  pursue  economic  ends  by  primarily  military 
means.  Also,  American  strategy  has,  in  recent  years,  focused  upon 
the  use  of  economic  leverage  in  pursuit  of  political  ends.  However, 
the  limits  of  economic  power  can  be  glimpsed  in  the  frequent  failure 
of  sanctions  as  a  tool  of  coercive  diplomacy.  The  stout  resistance  of 
the  impoverished,  from  Cuba  to  North  Korea,  suggests  important 
constraints  upon  thisaspect  of  grand  strategy. 

Finally,  we  hypothesize  that,  in  its  integrative  functions,  information 
will  serve  more  usefully,  and  be  less  attenuated,  than  the  other  di¬ 
mensions  of  national  power.  Thus,  when  a  good  economy  is  not 
connected  to  a  first-rate  military,  the  likelihood  is  remote  that  the 
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armed  forces,  endowed  with  dominant  informational  capacities,  will 
perform  poorly.  Examples  of  the  often  weak  connections  between 
political,  economic,  and  military  means  abound.  With  regard  to  the 
economic-military  connection,  many  prosperous  nations  and  em¬ 
pires  have  suffered  military  decline  despite  their  wealth,  leading  to 
their  defeat  by  economically  backward  opponents.  Rome  fell  to  bar¬ 
barians  whose  economies  might  best  be  described  as  "subsistence 
plundering."  The  nomadic  Mongols  had  only  the  most  rudimentary 
notions  of  markets  and  trading,  yet  they  conquered  the  leading  Sinic, 
Muslim,  and  Orthodox  Christian  civilizations  of  their  day.  Revolu¬ 
tionary  France  arose  from  economic  collapse  to  overthrow  virtually 
all  of  its  wealthy  neighbors.  Finally,  Vietnam's  peasant  economy 
withstood  and  defeated  the  United  States  while  the  latter  was  at  the 
height  of  its  Cold  War-era  power.  Thus,  one  can  see  that  the  con¬ 
nections  between  the  three  primary  elements  of  power  are  often  at¬ 
tenuated. 

Information,  however,  has  integrative  effects  on  the  political,  eco¬ 
nomic,  and  military  aspects  of  power  that  are  robust  and  persistent. 
The  other  side  of  this  notion  is  that,  as  beneficial  as  information  is, 
the  lack  of  it  may  have  equally  serious  negative  consequences  for 
state  power.  With  this  in  mind,  we  turn  briefly  to  the  Cold  War  as  a 
period  that  allows  for  some  testing  of  this  hypothesis.  Given  its  re¬ 
cent  conclusion,  this  case  certainly  meets  the  standards  of  relevance 
to  the  analytic  issue  at  hand.  Also,  it  affords  a  "tough  test,"  because 
the  leading  actors— the  United  States  and  the  Soviet  Union— had, 
throughout  their  rivalry,  large  economies  and  militaries,  and  stable 
political  institutions.  To  fully  understand  the  collapse  of  one  and  the 
triumph  of  the  other,  it  is  necessaryto  become  aware  of  the  deep  and 
enduring  effects  that  information  had  on  the  national  power  and 
grand  strategies  of  both  rivals. 

The  Cold  War  As  an  I  nformation-  Based  Confl  ict 

The  Cold  War  affords  a  laboratory  for  assessing  the  relationship  be¬ 
tween  information  and  national  power.  For  over  40  years,  an  "open 
system"  rich  with  information,  the  United  States,  strove  to  prevent 
the  domination  of  the  international  community  by  a  "closed  sys¬ 
tem,"  whose  grand  strategy  was  often  aimed  at  preventing  the  gen¬ 
eration  and  dissemination  of  information.  The  protracted  struggle 
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between  these  contending  systems  resulted  in  triumph  for  the  nation 
whose  levers  of  power  and  suasion  enjoyed  the  higher  information 
content— politically,  economically,  and  militarily. 

At  the  political  level,  for  example,  the  United  States  mobilized  for  the 
long  struggle  by  disseminating  information  and  debating  it  openly. 
The  decision  to  pursue  a  strategy  of  containment  occurred  after  ex¬ 
tensive  public  discussion,  including  the  notable  exchanges  between 
George  Kennan  and  Walter  Lippmann.  I  ndeed,  Kennan's  "long  tele¬ 
gram"  became  the  principal  instrument  for  mobilizing  the  national 
will  and  guiding  overall  policy.8 

Throughout  the  Cold  War,  American  political  strategy  held  to  the 
notion  that  the  truth  would,  as  the  Bible  suggests,  "set  men  free." 
Thus  were  born  the  United  States  Information  Agency,  Radio  Free 
Europe,  Radio  Liberty  and  Radio  Marti,  among  others.  The  Soviet 
Union,  however,  adopted  a  contrary  political  strategy:  It  restricted 
access  to  information  and  to  technologies  such  as  the  typewriter, 
both  at  home  and  abroad.  If  information  could  not  be  suppressed, 
propaganda  and  other  dictatorial  measures  served  to  control  and  re¬ 
shape  its  meaning  in  ways  congenial  to  the  Kremlin's  interests.  As 
the  Cold  War  played  out,  openness  proved  a  more  viable  instrument 
of  political  power,  while  efforts  at  suppression  only  postponed  the 
eventual  eruption  of  demand  for  information.  The  policy  of  open¬ 
ness,  or  glasnost,  enacted  during  the  tenure  of  Mikhail  Gorbachev, 
came  too  late  to  prevent  a  political  implosion,  whose  effects  still  be¬ 
devil  Russia. 

In  the  economic  realm,  similar  forces  were  at  work.  The  United 
States  led  an  international  coalition  of  states  in  pursuit  of  commer¬ 
cial  openness,  principally  via  the  General  Agreement  on  Tariffs  and 
Trade  (GATT).  To  counter  this  pro-market  system,  the  Soviet  Union 
cobbled  together  a  competing  system,  the  Council  on  Economic  Co¬ 
operation  (COMECON),  that  aimed  to  centrally  control  all  economic 
information  and  transactions,  including  throughout  the  satellite 
states  of  the  Soviet  imperium.  Since  these  two  systems  had  little  to 
do  with  each  other,  their  economic  competition  offers  a  clear  test  of 
open  and  closed  information  systems  in  the  economic  sphere  also. 
The  outcome  of  this  "test"  is  well  known.  The  open,  informationally 
driven  system  brought  its  bloc  a  level  of  economic  prosperity  unri- 
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valed  in  history.  The  closed  system  presided  over  the  deepening  im¬ 
poverishment  of  its  denizens,  fomenting  their  eventual  revolt. 

In  the  arena  of  military  competition,  a  similar  pattern  emerges.  The 
United  States  and  its  allies  developed  flexible  doctrines,  strategies, 
and  weaponry  that  emphasized  the  importance  of  information.  This 
drive  reached  its  apotheosis  with  the  advent  of  precision-guided 
munitions  (PGMs),  which  were  seen  as  a  way  to  defend  with  fewer 
forces  against  a  conventional  Soviet  attack  with  superior  forces. 
Meanwhile,  the  Soviet  Union  pursued  an  overall  strategy  based  on 
massing  the  greatest  amount  of  firepower  possible.  This  meant  big¬ 
ger  weapons,  including  nuclear  missiles,  whose  destructive  power,  it 
was  hoped,  would  offset  the  vitiating  factor  of  their  relatively  greater 
inaccuracy.  In  the  conventional  realm,  the  Soviet  style  relied,  in  tra¬ 
ditional  fashion,  on  attrition,  even  within  the  context  of  the  adoption 
of  many  of  the  tenets  of  mechanized  warfare.9  The  one  protracted 
conflict  in  which  the  Red  Army  did  fight  during  the  Cold  War,  in 
Afghanistan,  featured  the  defeat  of  Soviet  brute  force  strategies  by  an 
i  ndigenous  resistance,  the  mujahideen,  that  turned  the  tide  of  victory 
with  the  information- laden  Stinger  missile. 

Afghanistan  aside,  the  Cold  War  nuclear  rivalry  provides  perhaps  an 
even  better  contrast  of  the  two  styles.  The  United  States  strove  for 
highly  accurate  delivery  systems  and  actually  reduced  megatonnage 
substantially  (by  over  40  percent)  during  the  last  two  decades  of  the 
Cold  War.  This  accuracy  also  allowed  for  the  development  of  a 
"counterforce"  nuclear  strategy  that  provided,  possibly,  a  way  never 
to  have  to  implement  a  declaratory  policy  that  threatened  to  hold 
Soviet  civilians  hostage  to  big,  inaccurate,  city-busting  warheads.10 
The  Soviets  simply  couldn't  match  American  advances  in  accuracy 
and  had  to  maintain  larger,  more  destructive  weapons  and  a  declara¬ 
tory  policy  of  all-out  nuclear  war.11 

Finally,  while  we  have  briefly  recounted  the  manner  in  which  infor¬ 
mation  entered  into  each  side's  political,  economic,  and  military 
strategies,  it  is  important  to  note  that  information  also  facilitated 
synergies  among  these  basic  dimensions  of  national  power  and 
grand  strategy.  A  notable  example  appears  in  the  market  system's 
ability  to  foster,  along  with  business  wealth  and  investment  capital,  a 
multitude  of  innovations  in  defense  technology.  The  Soviets,  how¬ 
ever,  generated  less  capital  with  their  suppressive  central  control 
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mechanisms,  and  innovated  little.  This  meant  that  they  could  sus¬ 
tain  the  competition  neither  quantitatively  nor  qualitatively. 

As  the  information  revolution  gained  strength  in  the  closing  decades 
of  the  Cold  War,  the  "open"  societies  of  the  West  proved  better  suited 
than  the  "closed"  societies  of  the  East  to  take  advantage  of  the  new 
technologies  and  to  adapt  to  the  challenges  they  posed  to  established 
concepts  of  sovereignty  and  governance.  Moreover,  the  deliberate 
fostering  of  information  and  communicationsflows  proved  a  power¬ 
ful  instrumentforcompellingclosed  societiesto  open  up.  Thus,  U.S. 
Secretary  of  State  George  Shultz,  writing  in  1985,  before  the  revolu- 
tionsof  1989  proved  the  point  in  Eastern  Europe,  observed  that 

Thefreeflow  of  information  is  inherently  compatible  with  our  polit¬ 
ical  system  and  values.  The  communist  states,  in  contrast,  fear  this 
information  revolution  perhaps  more  than  they  fear  Western  mi  I  i- 
tarystrength  ....  Totalitarian  societies  face  a  dilemma:  eitherthey 
try  to  stifle  these  technologies  and  thereby  fall  farther  behind  in  the 
new  industrial  revolution,  or  else  they  permit  these  technologies 
and  seetheirtotalitarian  control  inevitably  eroded  ....  The  revolu¬ 
tion  in  global  communications  thus  forces  all  nations  to  reconsider 
traditional  ways  of  thinking  about  national  sovereignty.12 

If  the  Soviet  regime  risked  pursuingthe  new  technologies,  Shultz  and 
others  predicted  (correctly)  that  its  leaders  would  eventually  have  to 
liberalize  the  Soviet  economic  and  political  systems.13 

In  sum,  the  American  triumph  in  the  Cold  War  was  not  only  a  victory 
for  our  political,  economic,  and  military  systems  and  strategies,  but 
also  for  our  overall  approach  to  information.  Information  variables 
crucially  affected  all  the  major  dimensions  of  power— political,  eco¬ 
nomic,  and  military.  This  was  a  key,  overarching  difference  between 
the  Western  and  Soviet  systems. 14  Should  one  infer  from  this  success 
in  the  Cold  War  that  the  same  strategy  of  openness  is  necessarily  the 
right  one  in  the  emerging  new  era? 

Openness  Reconsidered 

Openness— the  open  society— is  an  ideal  that  permeates  American 
interests  and  objectives,  including  all  the  political,  economic,  mili- 
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tary,  and  informational  ends  and  means  discussed  above.  It  is  so  po¬ 
tent  an  American  ideal  that  George  Soros  lucidly  proposes 

that  we  declare  the  creation  and  preservation  of  open  societies  as 
one  of  the  objectives  of  foreign  policy  ....  I  propose  substituting 
the  framework  of  open  and  closed  societies  for  the  old  framework  of 
communism  versusthefree  world.15 

One  could  extrapolate  from  the  foregoing  that  the  decisive  role  of 
information  in  the  Cold  War,  linked  to  a  grand  strategy  of  openness, 
should  serve  as  a  model  for  American  grand  strategy  in  the  post-Cold 
War  world.  Indeed,  the  current  doctrine  of  "democratic  enlarge¬ 
ment"16  appears  to  grow  logically  from  the  opportunity  provided  by 
the  dissolution  of  the  Soviet  Union.  In  terms  of  its  power  relative  to 
others,  the  United  States  enjoys  a  position  of  preponderance  unlike 
any  in  its  previous  experience.  Also,  in  the  ideological  realm,  a 
broad-based  strategy  of  openness  has  close  links  with  the  most  es¬ 
sential  aspects  of  20th  century  American  political  and  philosophical 
thought. 

However,  the  strategy  of  openness  that  won  the  Cold  War  may  not  be 
the  same  one  that  will  best  serve  U  .S.  objectives  and  interests  in  the 
emerging  era.  First,  though,  it  is  important  to  recognize  that  the 
American  grand  strategy  of  openness  during  the  Cold  War  had  many 
closed  aspects  as  well.  For  example,  in  the  late  1940s  and  early 
1950s,  vigorous  efforts  were  made  in  the  U  nited  States  to  prevent  the 
diffusion  of  communist  ideology,  much  as  the  Soviets  tried  to  keep 
liberal  ideas  from  gaining  a  hearing,  or  a  following.  By  the  mid- 
1950s,  though,  the  U  nited  States  grew  aware  of  the  ethical  and  politi¬ 
cal  bankruptcy  of  this  policy  and  began  to  change  course,  fostering 
an  open  competition  between  the  rival  political  ideologies.  In  the 
economic  sphere,  as  much  astheUnited  States  was  open  to  its  allies, 
it  remained  closed  to  its  enemies,  actual  or  potential.  This  policy 
mellowed  only  at  the  margins  and  persists  today  in  such  policies  as 
the  continued  embargo  on  Cuba.  Finally,  with  regard  to  military 
matters,  advanced  technologies  were  consistently  treated  in  "closed" 
fashion.  They  were  classified  in  the  hope  that  the  diffusion  of  knowl¬ 
edge  could  be  precluded.  While  this  effort  failed  in  the  nuclear 
weapons  area,  it  succeeded,  to  some  extent,  in  the  realm  of  comput¬ 
erization,  information  systems,  and,  most  notably,  radar-evading 
Stealth  technology. 
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Despite  these  aspects  of  closed  approaches  to  information  (about 
ideas,  markets,  or  weapons),  the  overall  American  approach  re¬ 
mained  devoted  to  openness.  From  the  increasing  willingness  to 
compare  and  contrast  ideologies,  to  the  creation  of  the  greatest  free- 
trading  economic  regime  the  world  had  ever  seen,  to  the  develop¬ 
ment  of  interoperable  military  systems  for  common  use  among  al¬ 
lies,  the  United  States  fostered  the  free  movement  of  information  in 
all  its  incarnations.  There  was  even  a  sustained  effort  to  share  infor¬ 
mation  with  the  Soviet  Union,  to  help  promote  stability  and  change. 
From  the  "hot  line"  that  allowed  for  clear  communication  in  crisis,  to 
the  transparency  of  information  about  nuclear  arsenals,  there  was  a 
strong  belief,  apparently  on  both  sides,  that  openness  was  a  condi¬ 
tion  well  attuned  to  the  needs  of  the  bipolar  international  system. 

In  the  post-Cold  War  era,  however,  the  inherent  stability  provided  by 
rough  parity  between  two  superpowers  has  given  way  to  a  period  of 
flux  and  uncertainty.  While  the  dissolution  of  the  Soviet  Union  has 
left  in  its  place  a  less  powerful  Russia,  and  the  United  States  has  seen 
some  diminution  of  its  own  absolute  military  and  economic  power— 
a  variety  of  states,  great  and  small,  are  rising  to  recast  the  structure  of 
the  international  system.  I  n  East  Asia  alone,  for  example,  Japan  and 
China  show  every  sign  of  movement  toward  great  power  status;  and 
even  the  smaller  states,  such  as  Vietnam  and  the  Koreas,  have  robust 
capabilities. 

Is  the  Cold  War  strategy  of  openness  appropriate  in  such  a  setting? 
Or  does  the  shift  from  a  stable  bipolar  to  a  volatile  polycentric  world 
imply  taking  a  new  approach  to  openness?  Should  we  be  more 
guarded  than  we  were,  or  at  least  become  guarded  in  different  ways 
than  we  were  in  the  Cold  War  period?  A  key  issue  here  may  be  that, 
in  any  era,  the  informational  aspect  of  grand  strategy  may  consist  of 
a  skillful  blend  of  open  and  closed  sectors.  The  challenge  for  the 
post-Cold  War  era  will  be  to  find  the  informational  mix  appropriate 
for  a  much  "fuzzier"  international  environment,  one  in  which  the 
very  meaning  of  openness  may  have  to  be  reconsidered. 

In  the  political  realm,  for  example,  the  tenets  of  political  liberalism 
once  served  as  a  rallying  cry  to  oppose  Soviet  expansionism.  Now 
these  ideas,  which  form  the  core  of  the  rhetoric  of  democratic  en¬ 
largement,  might  be  received  as  a  subtle  form  of  American  ideologi¬ 
cal  imperialism.  To  any  number  of  state  and  non-state  actors,  this 
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may  seem  quite  threatening,  encouraging  them  to  balance  against 
us.17  Thus,  one  might  expect,  in  response  to  current  U.S.  political 
strategy,  a  variety  of  opponents  to  rise.  A  few  examples  would  in¬ 
clude  China,  as  the  most  likely  nation-state  competitor  to  resent 
pressures  to  democratize,  and  transnational  Islamic  revivalists,  as 
archetypal  non-state  actors  who  will  be  encouraged  to  resist  Ameri¬ 
can  blandishments.  The  implication  here  is  not  to  cease  efforts  to 
spread  democracy,  but  to  recognize  that  Cold  War-style  openness 
may  have  to  give  way  to  a  subtler  form  of  spreading  information 
about  democracy  throughout  the  world. 

In  terms  of  strategic  foreign  policy,  a  declaratory  policy  of  openness 
designed  to  reduce  uncertainty,  a  condition  highly  prized  during  the 
Cold  War,  might  actually  weaken  deterrence  and  crisis  stability  in  the 
future.  The  American  style  in  international  interactions  remains 
closely  tied  to  the  Wilsonian  dictum:  "open  agreements,  openly  ar¬ 
rived  at."  Most  often,  this  means  that  U.S.  reasoning  is  openly  pro¬ 
vided  to  opponents,  allowingthem  to  calculate  their  risks  and  oppor¬ 
tunities  q  u  i  te  acc  u  ratel  y . 18 

The  current  Balkan  imbroglio  provides  an  example  of  the  manner  in 
which  an  adversary  has  been  ableto  maximize  its  range  of  maneuver, 
based  on  information  freely  and  regularly  provided  by  the  U.S.  gov¬ 
ernment  about  U.S.  intentions  and  capabilities  toward  the  Serbs.  In 
the  post-Cold  War  world,  there  may  be  virtue  in  creating,  and  foster¬ 
ing,  uncertainty  about  possible  U.S.  actions.  Certainly,  there  are 
times  when  deterrence  will  be  enhanced,  if  an  adversary  has  to  worry 
about  the  possibility  of  an  early,  credible  use  of  force  by  the  United 
States,  or  that  the  chances  for  American  intervention,  at  some  point, 
might  be  high.  Interestingly,  this  is  something  of  a  reversal  from  the 
Cold  War,  during  which  uncertainty  about  the  likely  U.S.  response 
tended  to  encourage  aggression,  a  point  supported  by  attacks  on 
South  Korea  in  1950,  South  Vietnam  in  1965,  and  Kuwait  in  1990,  in 
the  wake  of  ambiguous  American  signaling.19 

I  n  the  economic  arena,  the  recent  creation  of  a  World  T rade  Organi¬ 
zation  (WTO)  devoted  to  the  expansion  of  free  trade  and  the  dissem¬ 
ination  of  intellectual  innovation  seems  a  clear  indicator  that  the 
market  principles  that  served  so  well  during  the  Cold  War  will  be  ex¬ 
panded  upon,  especially  given  the  demise  of  the  former  Soviet  eco¬ 
nomic  bloc.  U  pon  reflection,  though,  one  may  want  to  consider  the 
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need  for  a  more  nuanced  economic  strategy— one  not  as  clearly  de¬ 
marcated  between  open  and  closed  areas,  as  existed  during  the  Cold 
War,  but  one  flexible  enough  to  allow  for  the  protection  of  intellec¬ 
tual  property  and  for  the  use  of  suasion  to  obtain  a  "fair"  as  well  as  a 
"free"  market  for  international  trade.  The  recent,  and  apparently 
successful,  efforts  of  the  Clinton  Administration  to  obtain  an  agree¬ 
ment  to  grant  greater  access  to  the  key  automotive  sector  of  the 
Japanese  market  are  indicative  of  the  manner  in  which  this  more  nu¬ 
anced  approach  might  be  applied.  I  ndeed,  the  rapid  follow-up  of  the 
automotive  agreement  with  a  similar  U.S.  claim  on  behalf  of  the 
photographic  film  industry  suggests  that  a  consistent  strategy  has 
been  formulated  and  will  be  acted  upon. 

The  key  problem  to  address,  in  this  regard,  is  that,  in  relative  terms, 
the  United  States  remains  far  more  open  than  most  other  states,  al¬ 
lowing  them  to  amass  wealth  through  trade,  while  U.S.  debts  build. 
This  pattern  began  before  the  end  of  the  Cold  War  but  appears  to  be 
accelerating,  as  the  roughly  $150  billion  U.S.  trade  deficit  in  1994  in¬ 
dicates.  It  should  be  noted  that  the  United  States  initially  rose  in 
prosperity  and  great  power  status  between  the  end  of  the  Civil  War 
and  the  1890s,  when  it  had  the  most  protected  economy  on  earth.  All 
this  happened  during  a  period  in  which  the  British  empire,  slavishly 
devoted  to  free  trade,  suffered  decreasi  ng  market  shares  and  i  ncreas- 
ing  dependence  upon  foreign  financial  support.20 

On  this  last  point,  one  sees,  even  in  the  writings  of  Adam  Smith,  a 
sensitivity  to  the  need  for  nuanced  approaches.  For  example,  in  dis¬ 
cussing  the  use  of  sanctions  to  force  closed  markets  to  open  up, 
Smith  argued  that  "there  may  be  good  policy  in  retaliations  of  this 
kind,  when  there  is  a  probability  that  they  will  procure  the  repeal  of 
the  high  duties  or  prohibitions  complained  of."21  In  the  post-Cold 
War  world,  U.S.  policymakers  should  heed  Smith's  admonitions, 
given  the  diminution  of  military  threats  in  the  wake  of  the  Soviet  dis¬ 
solution,  and  the  corresponding  rise  in  serious  economic  challenges. 
Indeed,  the  information  age  may  carry  the  risk  of  transforming  the 
international  free  market  system  into  a  much  more  conflictual  one, 
implying  a  need  to  develop  the  capability  to  combat  neo- mercantilist 
networks  that  are  designed  to  perform  well  against  market-oriented 
competitors.22 
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Another  questionable  aspect  of  an  economic  strategy  based  on  free 
flows  of  information  concerns  intellectual  property.  The  openness 
that  encouraged  the  industrial  renaissance  of  post-war  Germany  and 
Japan,  and  allowed  the  rise  of  the  Asian  "tigers,"  served  the  purpose 
of  helping  them  become  viable  counterweights  to  the  Soviet  threat. 
Today,  however,  the  American  gift  of  ideas  may  be  contributing  to 
the  difficulties  of  many  U  .S.  industrial  sectors.  As  Peter  Drucker  has 
pointed  out  in  a  variety  of  fora  for  years,  "knowledge  workers"  will 
predominate  the  future  economic  landscape;  and  their  best  use  will 
require  partnership  with  a  new  generation  of  innovative  and  wily 
captains  of  industry.23  A  world  in  which  ideas  may  be  swiftly, 
cheaply  duplicated  elsewhere  is  one  in  which  the  American  economy 
will  have  difficulty  competing  on  equal  terms. 

Regarding  the  implications  for  "open"  strategies  in  the  military 
realm,  there  is  much  room  for  reconsideration,  particularly  of  such 
issues  as  interoperability,  forward  basing,  and  the  introduction  of  in¬ 
novations.  During  the  Cold  War,  there  was  a  distinct  tilt  in  the  direc¬ 
tion  of  open  ness  in  these  key  areas,  which  tied  in  closely  with  the  po¬ 
litical  demands  of  U.S.  alliance  structures.  For  example,  NATO 
sought  ever  better  levels  of  interoperability  of  weapons  systems 
among  coalition  partners  and  required  the  forward  presence  in  Eu¬ 
rope  of  an  entire  U.S.  field  army  (over  300,000  troops)  to  enhance 
crisis  and  deterrence  stability.  Thus  a  great  deal  of  information  was 
conveyed  openly  both  to  U.S.  allies  and  adversaries.  Even  the  ad¬ 
vances  in  precision  guided  munitions  were  openly  touted,  both  to 
shore  up  alliance  cohesion  and  to  dishearten  those  Soviets  who 
might  still  contemplate  aggression. 

In  the  post-Cold  War  environment,  there  are  good  reasons  to  ques¬ 
tion  military  openness  as  a  predominant  grand  strategy.  Given  the 
quantum  shifts  in  military  capabilities  inherent  in  the  advances 
promised  by  the  information  revolution,  should  one  still  seek  to 
share  them  with  allies,  or  inform  potential  adversaries  of  their  effi¬ 
cacy?  The  risk,  of  course,  is  that  these  advantages  are  "wasting  as¬ 
sets,"  susceptible  to  diminution  as  they  diffuse.  Thus,  in  a  world 
where  allies  may  lack  the  constancy  they  had  during  the  Cold  War, 
and  where  enemies  may  be  both  numerous  and  readily  ableto  adapt 
to  advances,  once  known,  openness  may  have  to  give  way  to  a  cer¬ 
tain  degree  of  guardedness.24 
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With  regard  to  forward  basing,  which  sends  a  clear  signal  of  com¬ 
mitment  to  potential  aggressors,  one  must  now  ask  whether  such  an 
approach  remains  optimal.  The  continuance  of  a  forward  defensive 
strategy  has  two  problems.  First,  in  an  information  age  in  which  ad¬ 
versaries  may  all  too  commonly  possess  cruise  and  ballistic  missiles 
capable  of  bombarding  U.S.  forces  in  place,  it  may  become  neces¬ 
sary,  i  n  the  i  nterest  of  protecti  ng  these  forces  agai  nst  surprise  attack, 
to  keep  opponents  in  the  dark  as  to  their  whereabouts.  As  early  as 
the  1960s,  Field  Marshal  Bernard  Montgomery  raised  this  issue, 
arguing  that  "armies  must  go  to  sea."  Admiral  William  Owens  has 
taken  up  this  idea  with  hisconcept  of  "mobile  sea  bases."25 

The  second  problem  with  the  amount  of  information  conveyed  by 
forward  basing  is  that  the  emerging  international  system  may  be 
subjectto  unruliness  in  many  regions.  Potential  aggressors  may  look 
at  the  U.S.  force  deployment  scheme  and,  if  their  intended  prey  is 
not  within  some  recognizable  security  complex,  may  be  encouraged 
to  try  their  luck.  Even  during  the  Cold  War,  this  problem  was  consid¬ 
ered  a  possibility  and  was  confirmed,  in  the  eyes  of  many,  when 
North  Korea  invaded  the  South  in  1950,  not  long  after  Secretary  of 
State  Dean  Acheson  left  the  latter  out  of  the  explicit  American 
"defensive  perimeter."26  In  a  world  with  more  "Koreas,"  continued 
forward  basing  may  condemn  those  who  lack  the  benefit  of  U.S. 
presence  to  become  targets  of  opportunistic  aggression. 

Moving  toward  a  more  guarded  approach  could  lengthen  the  period 
of  U.S.  military  advantage  and  complicate  the  calculations  of  re¬ 
gional  aggressors,  particularly  if  American  troops  might  be  lurking 
over  the  horizon  on  some  "floating  fortress."  Flowever,  new  prob¬ 
lems  could  emerge  from  this  sort  of  shift.  If  we  do  not  share  infor¬ 
mation  about  military  advances,  we  retain  our  predominance,  but 
this  might  motivate  allies,  as  well  as  adversaries,  to  enter  into  a  new, 
information  age  arms  race  with  the  United  States.  In  addition,  a  sub¬ 
stantial  shift  from  forward  defense  to  a  scheme  more  reminiscent  of 
"depth  defense"  (i.e.,  one  that  rolls  back  aggression  rather  than  pre¬ 
cluding  initial  gains)  might  undermine  deterrence  substantially,  par¬ 
ticularly  if  aggressors  engage  in  limited  land  grabs  or  faits  accom¬ 
pli  s27 

These  tensions  imply  the  need  to  think  carefully  about  any  move 
away  from  the  form  of  military  openness  employed  during  the  Cold 
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War.  However,  the  price  of  failing  to  adjust  strategically  may  be  a 
quicker  erosion  of  American  advantages,  undermining  deterrence 
anyway.  Perhaps  the  solution  lies  in  a  nuanced  approach  in  which 
allies  and  friends  are  not  all  treated  as  equals.  In  this  manner,  key 
military  information  might  flow  to  some,  but  not  to  others  (e.g., 
Britain,  but  not  Gulf  War  ally  Syria);  and  some  regions  might  even¬ 
tually  have  to  fend  for  themselves  (e.g.,  Western  Europe  and  South 
Korea). 

The  development  of  a  separate  informational  dimension  for  post- 
Cold  War  grand  strategy  is  a  task  that  is  yet  to  be  fully  addressed.  Just 
what  should  thekey  ends  or  goalsof  thisdimension  be?  Open  access 
and  interconnectivity,  from  local  to  global  levels,  look  like  good 
choices,  perhaps  combined  with  an  international  declaration  of  a 
"right  to  communicate."  What  should  the  key  means  or  instruments 
be?  The  list  should  probably  include  the  promotion  of  all  manner  of 
advanced  telecommunications  network  infrastructures  around  the 
world,  as  well  as  the  development  of  new  approaches  to  public 
diplomacy  and  to  the  media.  A  key  consideration  for  the  American 
government  may  be  learning  to  work  with  the  new  generation  of 
nongovernmental  organizations  (NGOs),  whose  growth  individually 
and  in  vast  transnational  networks  is  a  major  consequence  of  the 
information  revolution.28  Indeed,  a  well-developed  information 
strategy  might  do  more  to  foster  the  worldwide  spread  of  democracy 
than  do  America's  commercial  and  economic  development  strate¬ 
gies.  Recent  research  by  RAND's  Chris  Kedzie  concludes  that 

the  priority  of  policies  regarding  international  communication 
should  be  at  I  east  as  high  as  the  priority  for  foreign  economic  devel¬ 
opment  and  perhaps  as  high  as  that  of  some  national  security  pro¬ 
grams.29 

Yet,  here  again,  a  strategy  of  openness  involves  substantial  risks  as 
well  as  opportunities.  To  begin,  information,  wielded  as  an  au¬ 
tonomous  tool  of  strategic  statecraft,  may  be  well-suited  to  the  pro¬ 
cess  of  seeking  democratic  enlargement.  An  information  strategy 
designed  to  spread  democracy  may  even  reduce  the  need  to  resort  to 
harsh  economic  or  veiled  military  pressures  as  part  of  the  grand 
strategic  mix.  An  informational  approach  may  be  more  discriminat¬ 
ing  and  less  likely  to  generate  either  domestic  or  international  politi¬ 
cal  criticism  of  the  means  employed,  unlike  the  situation  faced  when 
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blunter  instruments  of  suasion  are  utilized.  U.S.  policy  toward  Cas¬ 
tro's  Cuba  looks  I i ke  a  case  ri  pe  for  new  th i n ki ng  al ong  these  I i  nes.30 

A  key  risk  inherent  in  fostering  greater  interconnectivity  is  that  the 
U  nited  States  may  expose  itself  to  attacks  on  its  own  information  in¬ 
frastructure,  which  could  in  turn  lead  to  serious  economic,  and  even 
societal,  damage.  How  can  this  risk  be  mitigated?  Should  the  United 
States  try  to  shield  its  "infosphere"  by  strictly  controlling  access,  in¬ 
ternally  and  externally?  Or  can  careful  mapping  of  the  information 
infrastructure  lead  to  a  more  guarded  approach  that  protects  critical 
nodes  while  al lowi ng  the  vast  majority  of  the  traffi c  i n  commerce  and 
ideas  to  continue  to  pass  uninterrupted?  The  latter  strategy  allows 
ample  room  for  working  to  spread  democracy  abroad,  while  the  for¬ 
mer  might  constrain  such  efforts. 

CONCLUSION:  IN  FAVOR  OF  GUARDED  OPENNESS 

While  the  development  of  information  and  communications  as  a 
distinct,  new  fourth  dimension  of  grand  strategy  is  a  major  recom¬ 
mendation,  our  concluding  admonition  is  that  U.S.  strategic  choices 
be  reviewed  across  the  spectrum  of  alternative  approaches  to  open¬ 
ness.  That  spectrum  might  be  framed  by  complete  openness  at  one 
end  and  preclusive  security  at  the  other.  Something  that  might  be 
called  "guarded  openness"  would  define  the  middle  range  of  the 
o  pen  n  ess  spectru  m . 

Guarded  openness  was,  in  many  respects,  the  strategy  that  the 
United  States  pursued  during  the  Cold  War,  if  not  before.  But  it  is 
not  a  static  strategy;  moreover,  it  has  not  even  been  discussed  much 
as  a  strategy.  A  review  might  help  reveal  that,  for  dealing  with  the 
present  and  future  world,  the  overall  profile  of  whereto  be  open  and 
where  closed  should  be  based  on  different  principles  from  what  it 
was  during  the  Cold  War.  A  review  might  also  help  ascertain  what 
contextual  factors  are  most  important  in  determining  the  advisability 
of  moving  in  open,  guarded,  or  sometimes  preclusive  directions  in 
specific  issue  areas.  A  review  could  further  help  identify  the  mech¬ 
anisms  that  should  be  emphasized  for  purposes  of  enhancing  and 
protecting  U  .S.  openness. 

Given  the  strong  commercial  flavor  of  so  much  of  the  American  info- 
sphere,  part  of  the  answer  may  lie  in  allowing  market  forces  to  work 
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out  security  arrangements.  For  example,  with  regard  to  telecom¬ 
munications,  consumers  would  presumably  flock  to  companies  that 
dealt  best  with  security  requirements,  leaving  the  less  adept 
competitors  to  founder  for  lack  of  customers.  Eventually,  only  the 
informationally  "fit"  would  survive.  Could  this  pattern  be  pursued  in 
other,  or  even  most,  sectors? 

However,  policies  should  hedge  against  the  following  kinds  of  prob¬ 
lems:  the  potential  damage  that  might  be  done  in  the  "short  run," 
before  market  forces  provide  a  secure  environment;  and  the  possi¬ 
bility  of  "market  failure,"  that  is,  the  chance  that  the  market  might 
not  be  able  to  control  risks  adequately.  Finally,  the  potential  for 
more  efficient  alternatives  to  the  market  solution  should  be  consid¬ 
ered.  These  points  call  to  mind  similarities  to  the  situation  that  the 
newly  independent  United  States  faced  in  the  late  18th  century. 
Many  leaders  thought  that  individual  states  should  form  their  own 
industrial  policies  and  take  responsibility  for  protecting  their  own 
commerce.  Alexander  Hamilton,  in  his  famous  Report  on  Manufac¬ 
tures,  took  an  opposing  view,  arguing  that  these  separate  approaches 
would  prove  both  inefficient  and  likely  to  fail.  His  best-known  illus¬ 
tration  concerned  maritime  security,  wherein  he  described  the  fool¬ 
ishness  of  creating  13  separate  state  navies,  when  one  would  be 
cheaper  and  better.  We  urge  careful  consideration  of  such  Hamilto¬ 
nian  arguments,  which  should  spark,  for  the  emerging  era,  a  Report 
on  Information. 

Overall,  then,  our  analysis  suggests  that,  in  the  political  and  eco¬ 
nomic  spheres,  it  may  prove  useful  to  modify  the  Cold  War  strategy 
of  maximizing  openness,  as  circumstances  require,  or  at  least  to  de¬ 
velop  a  nuanced  strategy  that  weaves  skillfully  between  openness 
and  more  proprietary  approaches.  For  the  military  aspects  of  na¬ 
tional  power,  we  urge  the  elucidation  of  a  similarly  flexible  approach. 
The  trend  toward  higher  information-content  in  weapons  systems 
and  greater  decentralization  of  military  organizations  should  be 
continued,  if  not  accelerated.  At  the  same  time,  the  emergence  of  an 
increasingly  fluid,  polycentric  international  system  should  make  us 
wary  of  fostering  the  diffusion  of  military  technological,  organiza¬ 
tional,  and  doctrinal  innovations— yesterday's  allies  may  not  be  to¬ 
morrow's. 
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Our  notion  here  is  that,  while  information  has  always  "mattered,"  to¬ 
day's  information  revolution  iscreating  overarching  effects  that  raise 
"knowing"  to  a  level  of  importance  never  before  seen.  As  Richard 
Barnet  once  noted  of  this  sea  change,  "[t]he  world  now  taking  shape 
is  not  only  new,  but  new  in  entirely  new  ways."31  Indeed,  contrary  to 
the  popular  view  that  military  power  may  mean  less  in  the  infor¬ 
mation  age,  we  think  that  it  may  become  more  important,  owing  to 
the  revolutionary  shifts  in  strategy,  doctrine,  and  organization  im¬ 
plied  by  advances  in  information  technology.  The  oft-touted  politi¬ 
cal  and  economic  dimensions  of  national  power32  may  carry  less 
weight,  or  have  less  utility  than  often  thought.  Meanwhile,  develop¬ 
ing  information  as  an  autonomous  element  of  national  power  affords 
the  possibility  of  a  more  efficient,  effective  statecraft,  especially  with 
regard  to  the  strategic  aim  of  spreading  democracy.  In  sum,  while 
the  political  and  economic  tools  of  power  may  prove  less  widely 
applicable  than  in  the  past,  both  the  military  and  informational  as¬ 
pects  of  grand  strategy  appear  to  be  moving  in  the  direction  of  rela¬ 
tively  greater  utility. 

If  all  this  is  sensible  and  achievable,  then  Athena  will  truly  have  as¬ 
sumed  the  mantle  of  Mars.  And  we  shall  be  the  better  for  it. 
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